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Abstract: Objective: To analyze the legal framework governing cybercrime amidst digital transformation, evaluate
the adequacy of traditional legal rules in addressing these emerging crime patterns, and investigate the balance between
cybersecurity imperatives and digital privacy protection while safeguarding fundamental rights and freedoms.
Methodology: The study adopts a descriptive-analytical and comparative aproach to dissect legislative texts and
judicial precedents, incorporating technological advancements such as "Agentic Al" and the most recent specialized
legal updates. Results: Traditional liability and compensation rules are unable to accommodate the autonomy of smart
systems, leading to a prominent "liability gap" caused by the complexity of digital evidence procedures and
jurisdictional fragmentation in cross-border crimes. Conclusions: Classic legal theories are insufficient for the
challenges posed by autonomous systems. This necessitates the creation of a flexible legislative framework that
balances intellectual property and innovation with digital security needs, aligned with Sustainable Development Goals
(SDGs) for promoting justice. Recommendations: Enacting specialized legislation that adopts "Digital Justice"
concepts, strengthening international technical cooperation against cybercrime, and drafting ethical charters to protect

fundamental rights and freedoms from the risks of expanded digital surveillance.
Keywords: Artificial Intelligence, Cybersecurity, Data Privacy, Civil Liability, Digital Justice.
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